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Non-interactive zero-knowledge argument 
 

   

  Prover    Verifier Soundness: 

Statement is true 

Zero-knowledge: 

Nothing but truth revealed 

  Common reference string 

Proof:  

OK 



Applications 

NIZK arguments guarantee 

honesty (soundness), yet 

also preserve privacy (zero-

knowledge)  



Our contribution 

• NIZK argument 

– Perfect correctness 

– Perfect zero-knowledge 

– Computational soundness 

• Knowledge extractor assumptions using pairings 

• Conceptually simple 

– New characterization of NP as Square Span Programs 

• Small size 

– Four group element proofs 



Technical path 



Example 



Example continued 



Characterizing circuit satisfiability as a set of 

integer constraints 



Linearization of the gates 



Characterizing circuit satisfiability as 

constraints on an affine map  



Technical path 



Square span program 



From affine map constraints to SSPs 



Why does the square span program work? 



Technical path 



Prime order bilinear groups 
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Succinct NIZK argument 

Pinocchio 

Argument: 8  elements 

Computation: Better 

when statements involve 

additions or 

multiplications instead of 

fan-in 2 gates since it is 

based on quadratic 

arithmetic programs 



Summary 


